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Confidentiality Statement

Certain information given to Lancashire County Council in connection with this document is marked “In
Strictest Confidence”. That information is communicated in confidence and disclosure of it to any person
otherwise than with BT Lancashire Services' consent will be a breach of confidence actionable on the part
of BT Lancashire Services. The disclosure of BT Lancashire Services' confidential commercial information
would also, or would also be likely to, prejudice BT Lancashire Services' commercial interests. For these
reasons, we believe that such information must be exempt from the duty to confirm or deny, and from
disclosure, under the Freedom of Information Act 2000.

Consultation

In the event of Lancashire County Council receiving a request under the Freedom of Information Act 2000
which encompasses any information held by them which was provided to them by BT Lancashire Services
in connection with this confidential response, the authority is expected forthwith to notify BT Lancashire
Services of the request and allow BT Lancashire Services no less than ten working days in which to make

representations.

Copyright, all rights reserved
© BT Lancashire Services 2014
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l.Remote Access to Corporate

Welcome to Remote Access to Corporate Desktop (RACD), a service provided by BT Lancashire Services
to allow employees access to a standard corporate desktop session from a non-corporate device e.g.
home computer or tablet, via the Internet.

These instructions have been produced to guide you through the steps required to setup and login to
this service. To access this service you must have Symantec VIP token and have applied for and had
your access set up to use RACD by ICT Services. (For guidance on how to apply for this service, please
go to the ICT knowledgebase and search for KB0019535).

Whilst every effort has been made to ensure compatibility with as many different non-corporate device
setups as possible, ICT Services are not able to guarantee this service on your personal device and are
unable to offer support in the setup of this service. A compatibility list is available in the appendix.

If additional security / pop-up blockers are installed on the machine you are using, it may help to enter
the web address below into the exceptions list. The online help guide within your web browser should

be able to provide guidance on how to do this.

https://remotedesktop.btlancashire.co.uk/
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2Usi ng RACD f oraDelwe cfei.rst ti m

If you are using RACD for the first time on any device, you are advised to check that you have the most
up to date Citrix WorkSpace App installed on your machine. RACD relies on this for the best experience,
but you must be certain that other applications on your personal computer will be unaffected if you
decide to install this.

You only need to complete this task on your initial RACD setup, the next time you use RACD proceed
straight to the steps in section 3 - Logging in to the Remote Access service. However, the Citrix
WorkSpace software client will be updated periodically by the supplier, so you should check from time
to time that you have the current version installed or this could prevent RACD from working.
Downloading, installing or checking the CitriorkSpace App

To do this, click on the link below:

9 https://www.citrix.com/en-gb/downloads/workspace-app/

The Citrix website will appear and display a list of WorkSpace App installations available for various
devices (Fig1.1).

& Workspace app for Windows
© Workspace app for Mac

© Workspace app for iOS

& Workspace app for Linux

® Workspace app for Android
© Workspace app for Chrome
© Workspace app for HTML5S
© Additional Client Software
© SDKs and Source

Fig 1.1- Exampleof WorkSpace App software for different devices

Click &

to reveal the submenus (rig 1.2).

Fig 1.2-Example of the submenus

@ Workspace app for Windows

@ Workspace app for Windows

I Citrix Workspace app 1904.1 for Wimc:owsl

Click the hyperlink in Fig 1.2. Please follow the instructions on screen, these instructions will be
different depending on the type of device you are using.
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On Apple iOS devices (such as iPads), or Android devices, the instructions will automatically take you
to your App Store or Google Play store to download and install the Citrix WorkSpace App (please note
this app is free to download).

If prompted you will need to enter your personalapp store account details and then download the app
as you would for any other app you download onto your device.

If you are prompted to enter an email address and register, you can ignore / skip this, as you do not
need to add an account. You can click on the finish button and proceed to the next section of this
guide.
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3.Loggi ntghRemot e Acc(eRsSCDB)er vi ce

To log in to the Remote Access service (RACD), navigate to the ICT Mobility page in your internet
browser or click on the link below:

1 http://www.btlancashire.co.uk/mobility/

Click on the blue boxes "Login to RACD" to logon to the Organisation you're a member of (shown
highlighted red in Fig 3).

Fig 3—ICT Mobility page
This will take you to the RACD login page (examples shown in Fig 4 and Fig 5)

BT Lancashire Services Part of A
ICT BTQ

Home RACD Support

Remote Access to Corporate Desktop (RACD) Further information

Welcome to the updated version of the Remote Access to Corporate Desktop (RACD) Service, which
is available for use on most devices including; Windows 7/8.1/10 PCs & Laptops, Apple Mac OS X, New Users

Apple i0S iPad/iPhone and Android Tablet/Phone.
Please download and read the relevant

RACD Getting Started Guide if this is the first

time you are using the service on your

Recommended Software

Web Browsers device.
» Internet Explorer 11 LCC [ BTLS user guide
+ Safari 12 or later If you need any further information, help or

assistance with our mobility solutions then

please refer to our Knowledge Base

Citrix Components KB0019535
= Citrix Workspace app 1905 for Windows or later WLBC user guide
+ Citrix Workspace app 1906 for Mac or later If you require any further information, help or

assistance with the Remote Access Service,
please contact the BTLS ICT Service Centre.

Login to LCC RACD Login to WLBC RACD
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Fig 4- Example ora Windows Device

Edit

File View Favorites Toels Help

Remote Access to Corporate
Desktop

Username | |

Password | |

Soft Token PIN + | |

Security Code

Powered by BT Lancashire Services. All rights reserved.

&~ - ] i O httpsy/remotedesktop.westlancs.goviuk/my.policy

- -
3 WP s
%o, N
O'GH O
Remote Access to Corporate
Desktop

Username | |

Password | |

Soft Token PIN + |

Security Code
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Fig 5- Example ofan Android or Apple iOS Device

o btlancashire.co.uk/i (&
)
Remote Access to Corporate
Desktop

Username |

Password |

Soft Token PIN |
+ Security Code

Login |

To login enter the following details then click Login.

This is your username used to login to an LCC\WLBC corporate machine
Username i
(your AD login).

Password The password used with this account.

This is made up from your 4-digit pin code and the current number
displayed on your token screen. Enter them one straight after the other,

no spaces.
Security Code

\.._-,e.-. e v
723062 “ |

et
e
N

SoftToken PIN and
Security Code

Legend

Security Code

Soft Token PIN +
Security Code

016383

Once successfully authenticated you will be required to accept a short Acceptable Use Policy (Fig 6),
please read and click "Click here to continue" if you are happy to do so.
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Fig6 — Exampleof the short Acceptable Use Policy

All usage of the RACD service is governed by
the Agile Working Policy within Lancashire
County Council's Information Assurance Policy
Framework.

Additionally Lancashire County Council and BT
Lancashire Services are not responsible for
any loss, damage or failure that may result
from the install and connection of RACD by
ICT Services and/or for subsequent use of

personal devices with the RACD service.

Click here to continue

When presented with the following screen (Fig 7), click the icon to launch the desktop.

Y 'RACD for Windows 10 users'
f 'WLBCRACD'-For WLBC users

Fig 7-Example éthe Desktop launch screen

Citrix StoreFront ) -

DESKTOPS

- Details

RACD for Windows 10 users

And WLBC users will see the following icon instead (those WLBC users who have been migrated over to
Windows 10 will also see the 'RACD for Windows 10 Users'):

@
WLBC RACD
Your Remote Desktop session will now launch.
Fig 8- Example of the RACD desktop afteunch
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[l CORP RACD 2016 - for Windows 10 users ONLY - Desktop Viewer - O X
LIS
L
09:43
| L M .

22/05/2019

To end your Remote Access session, right-click the start button on the desktop, and then select 'Sign
Out' from the start menu (shown highlighted red in Fig 9).

Fig 9- Example of how to Sign Out

m CORP RACD 2016 - for Windows 10 users ONLY - Desktop Viewer - m] X

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

> ’ Sign out

Desktop

10:03

8 € D ppsppe M
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Then click on the 'Logout' button from the next screen (shown highlighted red in Fig 10).

Fig 10- Logout

Part of

BT Lancashire Services BT@

Your Remote Access (RACD) session will now be shut down and you will receive the following message.
(Fig 11)

Fig 11— Session end

Part of

BT Lancashire Services BT@

Your session is finished.

Logged out successfully.
Thank you for using Remote Access to Corporate Desktop

To open a new session, please click here
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4. Navi gartammgd t he Remote Deskto
Android or Windows tabl et

By tapping on E you will be able to find your usual applications.
For example; Start| Excel 2016vill launch Excel 2016

/~ Acrobat Reader DC

0%

&) Citrix Receiver Qutlook 2016

€

Intemet.
Excel 2016 Explorer

CORP RACD

Google Chrome

 tighways Asset Management... -
\

B Appiications

£ Intemet Explorer

l Ivanti
A O M
Fig 12

Tapping the arrow at the top of the screen will show the system menu options, such as the keyboard and the
Home button; which when tapped will disconnect your RACD session.
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Fig 14

The RACD desktop as displayed on the device.

When you have finished you will need to Log off from both your windows session and your secure connection.

From the toolbar click the Home button, close the Workspace App and logout of the Remote Desktop
webpage.

EIl e i

Arrow Keys Keyboard Pointer Magnifier Mouse

Change password...

Fig 15
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5Troubl eshooting / Error Mess:

Issues Launching RACD

' Question / Query Answer
1| When I click the Remote Access (Remote If you receive this message, click on "Open", as
Access to Corporate Desktop) icon to launch highlighted in red.

the session on a windows device | get the
following message "do you want to open or
save launch.ica from
remotedesktop.lancashire.gov.uk?"

Do you want to open or save launch.ica (726 bytes) from remotedesktop.lancashire.gov.uk? Save |~ Cancel
2| When | click the Remote Access (Remote If you receive this message, Tap on 'Open in
Access to Corporate Desktop) icon to launch ‘Workspaceé' as highlighted in red.

the session on an Apple iOS device | get the
following message:

TUFOXONpdH.JpeFNpdGUxLKNPUIAgUKFDRC AyMDEZICRTRjMIN zk-.ica

3| When | click the Remote Access (Remote Depending on the personal settings on your device,
Access to Corporate Desktop) icon to launch it may not auto run file downloads. You will have to
the session on an Android device nothing

happens. navigate to your Downloads app &&8&E and tap on
the launch.ica fileto allow your Remote Desktop

session to launch.

4/ When | click the Remote Access (Remote Depending on the personal setting on your device,
Access to Corporate Desktop) icon to launch Safari may prevent RACD from launching within
the session on an Apple Macdevice nothing Safari. To resolve this issue you will need to:
happens. 1. Launch Safari

2. Click on 'Preferences'
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| o] Rl File  Edit  View

About Safari
Safari Extensions...

Preferences... ®,
Private Browsing... J
Reset Safari... B
K
Services | !
Hide Safari #¥H F
Hide Others N#EH |n
Show A
i
Quit Safari ®0
3. Next, click on 'Security
(2] : Security

Ceneral  Tabs  Autofill 'IS\‘WQ Security

TR (17T S O I

Fraudulent sites: (¥ Warn when visiting a fraudulent website
The Coogle Safe Browsing Service is unavailable,
No updates have occurred in 2 days.

Web content: (¥ Enable JavaScript
M Block pop-up windows

Internet plug-ins: ™ Allow Plug-insl Manage Website Settings... I ?

4. Check that the Citrix Workspace plugin settings
are set to 'Allow Always for
remotedesktop.btlancashire.co.uk, as shown
below

< Plug-in
Alow websites t0 use this plug-in with the settings below:

8 remotedesktop.bilancashice co.uk

O remotedeskiop.lancashire.gov.uk Allow Adways A 3

100G - In" Soen POt JUPPOT the tughant level of wecurity
fov Satan plug-ing

Webstes vhng th plug 0 may De able 10 8CCer your pernonal
documents and data

When visiting other websites: Ask

When | click the Remote Access (Remote
Access to Corporate Desktop) icon to launch
the session on a windows device | get the
following message

This message can be due to a number of reasons:

910n some devices this message is shown the first

time you login, please click skip and continue as
normal. If the message is shown again please refer
to the next point.

9 You may not have correctly followed section 2 and

installed the Citrix WorkSpace App or the Citrix
WorkSpace App version is out of date. Please click
download (see icon in left hand column) this will
take you to the Citrix website in section 2 and then
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Citrix client not detected

You do not seem to have a Citrix client. Click
Download to download and install it or Skip to skip
this dialog.

{ Download )

( Skip )

follow the remaining instructions in section 2. After
this if the message is shown again please refer to
the next point.

9 Your virus/malware/browser/security software
may be blocking the RACD website from checking
if you have a Citrix Workspace App installed.

Please follow the instructions for your specific
software on how to add
https://remotedesktop.btlancashire.co.uk into the
allowed/safe sites list.

It is possible on some devices you will also get this
message even after following the above
instructions, please click skip and continue as
normal to access RACD. Please log a call with ICT
Services and we may be able to advise you further.

When | click the Remote Access (Remote
Access to Corporate Desktop) icon to launch
the session on a windows device | get the
following message

r

Internet Explorer Security L&J

@ A website wants to open web content using this
Y program on your computer

This program will open outside of Protected mode. Internet Explorer's
Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

Mame: Citrix Systems, Inc

Publisher:  Citrix Systems, Inc.

"] Do not show me the warning for this program again

| Alow B Don'tallow

If you receive this error message, click on the
"Allow" Button (Highlighted Red)
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Issuesdgging into RACD

When lenter my login details and click on logjn receiveone of the followingmessages:

Error Message Solution

Click "Click here to continue" and try to login again.

Invalid Username or Password

click here to continue Please make sure you are entering your username and

password correctly. This is the username and password you

use to login into an LCC Corporate Machine.

Invalid Soft Token PIN or Security Click "Click here to continue" and try to login again.
Code
Please make sure you are entering your PIN and token

Click here to continue

Security Code correctly. It is your 4 digit PIN followed by
the current Security Code displayed on your token. Do not
add any spaces between the two numbers.

We were unable to validate that Click "Click here to continue" and try to login again.
you have been granted
permissions to access the RACD Please make sure that you have followed the process for
system

requesting access to the RACD service and have received
Click here to continue confirmation from ICT that you have been setup.

If any of the above messages continue after trying the above solutions then please contact the ICT
Service Centre.
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6,Appendi Xx
Compatibility
Whilst every effort has been made to ensure compatibility with as many different computer
configurations as possible, ICT Services are not able to guarantee this service as your personal device

may have incompatible software installed or incompatible configurations.

Citrix WorkSpace App provides access to RACD. Citrix supports WorkSpace App on many devices.
Further information on device compatibility can be found here: https://www.citrix.com/en-

gb/downloads/workspace-app/
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